From: Scholl, Matthew A. (Fed)

To: Stine, Kevin M. (Fed)
Subject: Re: Dep Sec info request - need input by Tuesday COB
Date: Wednesday, August 18, 2021 9:41:03 AM

All these are FY times, sorry for the confusion.
The PIV doc is ready to go to ERB now.

From: Stine, Kevin M. (Fed) <kevin.stine@nist.gov>

Date: Wednesday, August 18, 2021 at 9:27 AM

To: Scholl, Matthew A. (Fed) <matthew.scholl@nist.gov>
Subject: Re: Dep Sec info request - need input by Tuesday COB

Is PIV Q1 2022 or Q1 FY22?

From: Scholl, Matthew A. (Fed) <matthew.scholl@nist.gov>

Sent: Tuesday, August 17, 2021 5:31 PM

To: Stine, Kevin M. (Fed) <kevin.stine@nist.gov>; Sedgewick, Adam (Fed)
<adam.sedgewick@nist.gov>; Petersen, Rodney J. (Fed) <rodney.petersen@nist.gov>; Boyens, Jon
M. (Fed) <jon.boyens@nist.gov>; Lefkovitz, Naomi B. (Fed) <naomi.lefkovitz@nist.gov>; Megas,
Katerina N. (Fed) <katerina.megas@nist.gov>; McBride, Tim (Fed) <timothy.mcbride@nist.gov>;
Tabassi, Elham (Fed) <elham.tabassi@nist.gov>

Subject: Re: Dep Sec info request - need input by Tuesday COB

A few to add to the list:

Select Initial Set of PQC Algorithms for Standardization: Q2 2022

Complete FIPS 201-3 for PIV Card Standards: Q1 2022

Transition to FIPS 140-3 Requirements for Cryptographic Module Testing: Q4 2022

Update to FIPS 186 Digital Signature Standard: Q2 2022

From: Stine, Kevin M. (Fed) <kevin.stine@nist.gov>

Date: Monday, August 16, 2021 at 3:17 PM

To: Scholl, Matthew A. (Fed) <matthew.scholl@nist.gov>, Sedgewick, Adam (Fed)
<adam.sedgewick@nist.gov>, Petersen, Rodney J. (Fed) <rodney.petersen@nist.gov>, Boyens,
Jon M. (Fed) <jon.boyens@nist.gov>, Lefkovitz, Naomi B. (Fed) <naomi.lefkovitz@nist.gov>,
Megas, Katerina N. (Fed) <katerina.megas@nist.gov>, McBride, Tim (Fed)
<timothy.mcbride@nist.gov>, Tabassi, Elham (Fed) <elham.tabassi@nist.gov>

Subject: Dep Sec info request - need input by Tuesday COB


mailto:matthew.scholl@nist.gov
mailto:kevin.stine@nist.gov

Folks,

Jim O is meeting with the Dep Sec on Thursday. The Dep Sec has asked for a bullet list of
actions/major publications/progress that we expect to make in the next 6-12 months. In particular, it
would be good to give projected milestones with dates on CSF/RMF, Privacy, NCCoE, NICE, PQC, IoT,
and Supply Chain. Elham and Tim - thoughts on including noteworthy upcoming plans for Al and
cybersecurity?

Please send me bullets by Tuesday COB please (that's tomorrow COB). Examples could be the
following list. Please add to this list. Don't worry about the order. | will reorder chronologically, and
make any decisions to expand or contract the list as appropriate. Keep in mind altitude (at
appropriate level for Dep Sec), and also that what we provide will be managed.
e initiate a CSF update process - September/October 2021
e issue 53A - draft out now; what month planned to go final?
e issue Ransomware profile for public comment - September 2021
e select PQC algorithms for standardization - date???
e issue draft and final cyber supply chain guidance (161) - draft October 2021, final spring 20227
e issue draft and final 800-82 update - draft November 2021, workshop November 2021
e issue loT guidelines (213, 8259 series docs) - date???
¢ host annual NICE conference - June 6-8, 2022
e deliver on EO and NSM deliverables.
o NSM - issue preliminary cross-sector cybersecurity performance goals by 9/22/21
o NSM -issue final cross-sector cybersecurity performance goals by 7/27/2022
o EO -issue preliminary guidelines for enhancing software supply chain security by
November 8, 2021;
o EO -issue guidance to enhance security of software supply chain by February 6, 2022
o EO - host workshop on cybersecurity labeling for consumers (loT devices and software)
on September 14-15, 2021
o EO -identity loT cybersecurity criteria for a consumer labeling program, and secure
software development practices or criteria for a consumer software labeling program,
by February 6, 2022
Thanks in advance and let me know if you have any questions.

Kevin



